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The browser has evolved over the years into the primary access point for employees to reach enterprise
applications, SaaS applications, and a multitude of other web-based functions needed to perform their jobs. The
position of the browser in this remote network architecture, with its view of the source of so many transactions,
eliminates the need to proxy and decrypt network traffic, provides significantly more context, and allows the real-
time analysis of web browser sessions for security monitoring. The browser is also the ideal location to govern
conditional access to a broad range of destinations including internal data centers and applications, public cloud
access, SaaS Applications, web sites and more.

The Enterprise Browser is a new product category that combines a policy engine and a Chromium based web
browser to create a new solution for secure remote access. The Mammoth Cyber solution enforces conditional
access and controls user actions when connecting to the public cloud, internal applications and SaaS applications.
Technology integrations with identity providers automate the secure onboarding and remote users, contractors and
partners without the need for VDI or VPN connections.

ene L Feses L pescipton  Prtessona Enerise

Cloud management Console (0]
Role-based Policy Control Policy pased on user, application, data o o
(file, clipboard copy/paste, web page content)
Management APl support for all admin functions 0] (0]
Access Logs Detailed logs include who, where and what o} o
Admin roles RBAC admin access o} o
SIEM Integration Support syslog, Azure Sentinel, and other SIEM o} o
Two-factor Authentication TOTP & SMS support for local accounts (0] (0]
Custom domain name and Support Okta, AzureAD, Google workspace
Authentication SAML Single Sign-On (SSO) auth, Ping Identity, OneLogin and other (0] (0]
9 9 SAML-based identity providers
Block SSO from other browsers  IdP integration to stop access from other browsers (0] (0]
Copy & paste control Policy control on copy & paste (0] (0]
File upload/download control Policy Control on file upload/download (0] (0]
Print control Policy control on printing (0] (0]
Policy Control Show custom messages when a policy is
Custom warning/error messages = triggered, to have more controls than just permit (0] (0]
& deny
Screen sharing control Screencopy & screensharing (0]
Web page watermark Show watermark on the web page (0]
File size limit in upload/download Lm?lt. t_he iz sbe [z ez 20 alailezo 0
activities
Control data access (both content & file) of PlI
Content scanning or matched patterns. Ability to audit and enforce (0]
policies.
Policy control of Microsoft Control files based on the AIP/MIP label 0
Sensitivity Label
Data maskin Anonymize on-screen data when matching PlII o
Data;:Lc:\troll 9 or RegEx patterns
Control file activites to personal Policy control on file upload/download activites o
accounts to personal accounts or tenants
allow copy and paste only with designed
application trust circle applications, to prevent data leakage outside (0]
enterprise applications
Malware scanning Scan for malware (0]
Content Logs Store the content of copy/paste and upload/ add-on

download files for future audit or forensics



ene L Fesues L eseipton  prtessons Enerise

Secure Brows-
er Access

Device Trust

Client platform

Networking
integration

Identity-based
Detection

Priviledge
Access
Management

Log &
Analytics

Support

Safe Browsing

Web site blacklist/Policy based
access control

Session cookie and password
encryption

Browser Extension Management
Web/URL filtering

MDM integration

Device posture check

Support unmanaged devices

Windows
MacOS

Forwarding control through PAC
file with enhanced syntax

Private access for web applica-
tions

Private access for native TCP
apps

Dedicated forwarding proxy

Dedicated ingress/egress IP

Identity provider support

Identity-centric browsing
session monitoring

Shared account monitoring

Shadow IT detection
Data exfiltration Detection

Wide ranging application aware
access control

Native application client support
SSH certificate support
Remove static key usages in
SSH

Session Recording - SSH, RDP
Session Recording - Web

Access Logs

Config logs
Analytics

Email and IM Support in 9AM to
5PM local time

Premium support 24x7

Toschedule a demo, visit

mammothcyber.com/contact.
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Detect and block malicious sites

Additional enterprise grade encryption to
prevetn token theft

Integrated with MDM on device compliance and
policy enforcement

Extensive policy enforcement on device posture
status, such as OS version, Windows firewall

or Defender status, specific antivirus or spec-
ified process. Both at login and continuously
post-login.

Support unmanaged devices to require device
posture meets basic security requirements

Forward traffic based the hostname, geo-IP,
or location of the applications. Includes option
for Mammoth to host PAC files.

Enable connections to internal web applications
without VPN(TLS)

Support any TCP application private access
with secure-tunnel (TLS)

Run a proxy VM for traffic forwarding to hide the
original IP address

Allocate a static IP address for ingress and
egress traffic

Okta, AzureAD, Pingldentity, Google Work-
space, OneLogin and other SAML providers

Aggregated identity, application, and data
events for user activity monitoring

Monitor and detect if mutliple users sharing the
same account for login

Detect unmanaged applications
Detect data upload to personal accounts

Web, SSH, RDP, k8s, SMB, TCP

SSH, RDP

Support AWS KMS, Azure Key Vault, Hashicorp
Vault

One Time key issue for each login to mitigate
the risks of key theft

Record SSH & RDP sessions for auditing
Record web sessions for auditing

Log events for who accesses what from where
and the user activities

Log events for all administrator changes
Monitor application and user activities and
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